O6wenpuHATbIe HopMbl paboTbl B ceTn UHTepHeT

CeTb MHTEepHeT npeacTaBnaeT cobon rnobanbHoe 06begnHEHME KOMMBbIOTEPHbIX CETEN U
MHGOPMALMOHHBIX PECYPCOB, NPUHAANEKALWMX MHOXKECTBY Pa3/IMYHbIX I0OAEN U OPraHU3aLLUiA.
3710 06bEAMHEHME ABNAETCA AEUEHTPAIM30BAHHbBIM, U eanHOro obuieobasaTenbHOro cBoaa
npaBu/ (3aKOHOB) NONIL30BAHUSA CeTblo MHTEpHET He ycTaHoBeHO. CyLLecTBYOT, O4HAKO,
ob6LenpuHATbIE HOPMbI PaboTbl B ceT MIHTEpHET, HanpaB/ieHHbIe Ha TO, YTOObI AeATENbHOCTb
KaK[0ro No/sb30BaTeNA CETU He Melana paboTe Apyrux nonb3osatenen. PyHgameHTanbHoe
NOJIOXKEHWE STUX HOPM TaKOBO: MPABUAA UCMOb30BaHMA NtobbIX pecypcos ceTn UHTepHeT
onpeaenatT BAaLENbLbl 3TUX PECYPCOB U TOIbKO OHM (34eCb U Aanee C/I0OBOM «pecypec»
0603HayvaeTca Nt0bas COBOKYMHOCTb NPOrpamMMHbIX M annapaTHbIX CPeACTB, COCTAaBAAOLWMX B
TOM MU MHOM CMbIC/Ie eAnHOe Lenoe. Pecypcom ceTn MHTEpPHET MOTYT CUMTaTbCA, HAanpumep,
NOYTOBbINM AWMK, NEPCOHANbHbBIN KOMMbIOTEP, BUPTYA/bHbIN UM PU3MYECKMI cepBEP,
NIOKaNbHaA BblYMCAUTEIbHAA CETb, KaHanN CBA3M M T.4,.)

Hactoawmit AoKyMeHT npeactasniseT coboi onmcaHme obLWenpuHATbIX HOPM CETEBOIO
B3aMMOZENCTBUSA, CUMTAOLLMXCA B BONbLUMHCTBE ceTel (Kak BXOAALWMX B ceTb MHTepHeT
HEenocpeAcCTBEHHO, TaK U AOCTYMHbIX U3 ceTU VIHTepHEeT TeEM UK MHbIM ONOCPeA0BaHHbIM
obpaszom) 06A3aTENbHBIMU K UCMONHEHWUIO BCEMU NO/Ib30BATENAMU. TaKMe UKW aHa/IOTUYHbIE
HOPMbI MPUMEHSIOTCA B OTHOLIEHWUWN BCEX AOCTYMHbIX CETEBbIX PECYPCOB, KOTAa 3apaHee He
N3BECTHbI NPaBWAa, YCTAHOB/IEHHbIE BNaAE/bLL@MWN 3TUX PECYPCOB CaMOCTOATENbHO.

KaK nokasblBaeT NpaKkTMKa, 60NbLIMHCTBO NOAb30BaTENEN CeTU MHTEPHET OXMAAET OT APYruX
no/ib3oBaTeiel NCMONHEHNA OBLENPUHATBIX CETEBLIX HOPM, TaK KaK X HapyLLUeHWe BieYyeT
cepbesHble 3aTpyaHEHNA paboTbl B CeTU, KaKk TEXHUYECKME, TaK U 00YCNOB/IEHHbIE
yenoseyeckmMm GakTopom. [laHHbIN 4OKYMEHT HEe CTaBUT CBOEN LEeNbio cPopmMyanpoBaThb
yHMBEpCa/ibHble NpaBuaa paboTbl B CeT uam npoaybamMpoBaTb NONOKEHUA 3aKOHOA4ATENBCTBA.
[LOKYMeHT 0XBaTbIBAET UCK/OUYNTENIbHO BHYTPUCETEBLIE HOPMATMBbI, C/IOXKMBLUMECA B
MeXAYyHapo4HOM ceTeBOM co0bLLecTBe Kak NpoABAEHNE CAMOCOXPaHeHMA ceTu MHTepHerT.

1. OrpaHuuyeHnAa Ha MHGOPMALMOHHbIN WyMm (cnam)

Pa3suTmne CeTn NPMUBENO K TOMY, YTO OAHOM U3 OCHOBHbIX NPO6EeM NoNb3oBaTeNen cTan
n36bITOK MHPopmauun. Mosatomy ceTeBoe coobLLecTBO BbIpaboTano cneumnanbHble NPaBUAa,
Hanpas/ieHHble Ha OrpakaeHue NoNb30BaTeNs OT HEHYXKHOM/He3anpoLweHHOoW nHopMmaLmm
(cnama). B yacTHOCTH, ABNAKOTCA HEAOMYCTUMbIMM:

1.1. MaccoBas paccbinika COObLLEHMI NOCPEACTBOM 3/1EKTPOHHOM NOYTbI U APYrUX CPeacTB
nepcoHasnbHOro obmeHa nHdopmaumen (BKaoYas ciyKbbl HeMeaIeHHOM A0CTaBKU
coobueHnit, Takme Kak SMS, IRC 1 T.1.), MHaYe Kak Mo SIBHO U HEABYCMbICIEHHO BblPaXKEHHOM
WMHULMATUBE NoJsiyYaTenem.

OTKpbITan NybAMKauma agpeca 3N1eKTPOHHOM NOYTbl UAWN APYTrON CUCTEMbI MEPCOHANbHOIO
obmeHa MHPOpMaLMEN HE MOMKET C/TYKUTb OCHOBAHMEM A1A BKIOYEHMA aapeca B Kakon-1nbo
CMMCOK A/19 MaCCOBOM paccbliiKM coobLLeHN. BkatoueHMe agpeca, Noay4yeHHOro ntobbim nyTem
(yuepes Beb-popmy, Yyepes noanmncHoro poboTta m T.n.), B CNMCOK aApPECOB, MO KOTOPOMY
NpPoBOAMTCA KaKaa-NMbo pacchbifika, ONYCKAaeTCA TONbKO NPU YCA0BUN HANMYUA HAgeKallen
TEXHUYECKOW Npoueaypbl NOATBEPKAEHMA NOANUCKU, FTAPAHTUPYIOLWLEN, YTO agpec He nonageT
B CMUCOK MHAYe, KaK No BoJie Bagenbla agpeca. Mpoueaypa noaATBEPKAEHMA NOANUCKM



[OIKHA UCKNOYaTb BO3MOXKHOCTb NOMNaZaHUA aApeca B CNUCOK apecaToB Kakon-anbo
PaCCbINKM (eAMHUYHON AW PEryaapHO) No MHULMATUBE TPETbUX N, (T.e. nu, He
ABNAOLLNXCA BNAAENbLAMM AAHHOTO agpeca).

0O6a3aTeNbHO HaMUYMe BO3MOXKHOCTN ansa Ntoboro noanncYmMKa HemeaaeHHO MOKUHYTb CMIMCOK
paccbiakn 6e3 Kaknx-nmbo 3aTpyaHEeHU NPU BO3HUKHOBEHUWN Y HEFO TAaKOro *KenaHus. Mpu
3TOM Hann4ymMe BO3MOMKHOCTM NOKMHYTb CIMCOK CaMo Mo cebe He MOXKET CNYXKUTb OnpaBaaHNEM
BHECEeHMA afpecoB B CMIMCOK He No BoJie BNaje bLeB aapecos.

1.2. OTNpaBKa 3N1EKTPOHHbIX MUCEM U APYTUX COOBLLEHUI, COAEPIKALLMX BNOKEHHDbIE Palinbl
N/MNN UMeoLLNX 3HaUMTEbHbIM 06bem, 6e3 NpeaBapUTeIbHO NONYYEHHOTO PaspeLleHus
appecara.

1.4. PasmelleHne B 110601 3NeKTPOHHOM KOHbepeHLnn coobLLLeHNI, KOTOpble He
COOTBETCTBYIOT TeEMaTUKe AaHHOM KoHbepeHuuun (off-topic). 3aecb n aanee noa KoHdpepeHumen
NOHMMaIOTCA TeneKkoHdpepeHuumn (rpynnbl HoBocTen) Usenet u apyrmue KoHdepeHunmn, bopymbl
N CMUCKKU PACCbIKMK.

1.5. PaameLlyeHune B 110601 KOHPEPEHLMM COODOLLEHNI PEKNAMHOFO, KOMMEPYECKOTO UK
arMTaLMOHHOrO XapaKTepa, KPOMe C/ly4aeB, KOrga TakMe COObLLEHMA ABHO pa3peLleHbI
npaBuWIaMn JaHHON KOHpepeHL MM IMH0 nX pazmeLleHne H6bl1I0 COFIACOBaAHO C BAAEeNbLAMM
AN aAMUHUCTPATOPaMM SAHHOM KOHpepeHUUM NnpesBapuTenbHO.

1.6. PasmelleHne B 110601 KOHPEPEHLUN CTaTbM, COAEPKALLEN NPUIoKeHHble dalisibl, KpoMme
C/Nly4aeB, KOTAa BNIOXKEHUs IBHO paspelleHbl NPaBuiaMmn AaHHOM KOHbepeHLMM NMbo Takoe
pa3smelleHne HbII0 COrNacoBaHo C BNAAEIbLAMMN UM aAMUHUCTPATOPaMMN KOHdepeHUum
npeaBapuTeibHO.

1.7. Paccblnika HGOPMaLMKM NoayyYaTensam, paHee B SBHOM BUAE BblPa3sMBLUMM HEXeNaHUe
NnonyyaTtb 3Ty MHGOPMaLMIO, MHPOPMALMIO 4aHHON KaTeropum nam nHGopmaumto oT 4aHHOTo
oTnpasuTens.

1.8. Ucnonb3oBaHMe COBCTBEHHbIX MW NPEAOCTaBAEHHbIX MHPOPMALIMOHHbIX PECYPCOB
(mouTOBBIX ALLMKOB, aAPECOB 3NEKTPOHHOM NoyTbl, cTpaHuy, WWW u T.4.) B Kayectse
KOHTAKTHbIX KOOPAWHAT NPW coBepLLeHMM Ntoboro 13 BblLEONUCaHHbIX AeNCTBUI, BHE
3aBUCUMOCTM OT TOrO, M3 KaKoM TOUYKM CeTn Bblnn coBePLUEHbI 3TU AENCTBUA.

1.9. OcyuwecTBneHne AeATeNbHOCTU N0 TEXHUYECKOMY 0becneyeHmto paccbiiki cnama (spam
support service), KaK T0:

e Le/ieHanpaBNeHHOE CKaHUPOBaHME COAEPKMMOTO MHGOPMALMOHHbIX PECYPCOB C
Lenbio cbopa aapecoB SNEKTPOHHOM NOUTbI U APYrUX CNYKO A0CTaBKU COOBLLEHWA;

e pacnpocTpaHeHMe NPorpammHoro obecneyeHuma Ana PaccblIKM CNama;

e CO3AaHue, BepuduKauma, NoaneprKaHne UnmM pacnpocTpaHeHne 6a3 AaHHbIX aapecos
3NEKTPOHHOM NOYTbI UAW APYTUX CNYKO A0CTaBKM COOBLLEHMI (3 UCKNOYEHNEM
CNyyas, Koraa Bnafenblibl BCEX alpECOB, BK/IIOYEHHbIX B TaKyto 6a3y AaHHbIX, B ABHOM
BM/E BblPa3nan CBOE COr/lace Ha BK/IOYEHME aPEeCcOoB B AaHHYI KOHKPETHY 6asy
AaHHbIX; OTKPbITaA Ny6AMKaLmMA aApeca TaKOBbIM COrIaCMEM CUMTATbCA HE MOXKET).

2. 3anpeT HeCaHKLMOHMPOBAHHOIO A0CTYMNa U CeTEBbIX aTaK



He AonycKaeTcs OCyLLeCcTBeHNE NOMNbITOK HECaHKLMOHUPOBAHHOTO A0CTyna K pecypcam CeTw,
npoBeAeHne CEeTEBbIX aTaK U CETeBOro B3/10Ma M y4acTUe B HMX, 38 UCKIOYEHNEM C/lyYaEes,
Koraa aTaka Ha CeTeBOW pecypc NPOBOAMUTCA C ABHOTO paspelleHna Bnagenbla uim
afiMUHUCTPaTOpPa 3TOro pecypca. B Tom uncne 3anpelueHbi:

2.1. leficTBMA, HanpaB/ieHHble Ha HapyLeHWe HOPMabHOTO GPYHKLMOHMPOBAHUA SN1EMEHTOB
CeTu (KomnbloTepos, Apyroro o6opyaoBaHMA AKX NPOrpaMmHoro obecneyeHus), He
npuHagaexalmx noab3oBaTento.

2.2. [leiicTBMA, HanpaBNeHHble Ha NONyYeHWe HEeCaHKLMOHMPOBAHHOIO A0CTYNa K pecypcy CeTn
(komnbtoTepy, apyromy 060pyA0BaHMIO AN MHOOPMALMOHHOMY pecypcy), nocaeaytouiee
MCNONIb30BaHME TAaKOro AOCTYNa, a TaKXKe YHUUTOXKEHME AN MOSUOUKALMA NPOTPAMMHOIo
obecneyeHns UM gaHHbIX, HE NPUHAANEXKaLLMX NONb30BaTeNt0, 6e3 CornacoBaHmsA C
BAaAeNbLaMu 3TOro NPOrpaMmMHOro obecneyeHmns Uam AaHHbIX 1160 agMUHUCTPATOPaMM
AaHHOTO MHPOPMALIMOHHOTO pecypca. Moj HeCaHKLMOHNMPOBAHHbBIM AOCTYNOM NMOHMMAETCA
ntoboi focTyn cnocobom, OTIMYHBIM OT NPeAnonaraBLEerocs BAagenbLem pecypca.

2.3. Nepegaya KomnbloTepam nan obopyaosaHuto CeTn 6eccmbiCIEHHON UK becrnonesHoM
MHPOPMaLMM, CO34at0LLEN NAPA3SUTHYIO HArpy3Ky Ha 3TU KOMNbIOTEPbI UM 060pya0oBaHMKE, a
TaK)Ke MPOMENKYTOUYHbIE YY4aCTKM CETU, B 06beMax, NPEeBbIWAOWNX MUHMMANbHO HeobXoauMble
ANA NPOBEPKM CBA3HOCTU CeTel 1 AOCTYNHOCTU OTAE/IbHbIX €€ 3/1IEMEHTOB.

2.4. LleneHanpaBieHHble AeNCTBMA NO CKAHMPOBAHMIO Y3/10B CETEN C Lie/Iblo BbiABNEHUA
BHYTPEHHEWN CTPYKTYpPbl CETEN, CMUCKOB OTKPbLITbIX MOPTOB M T.M., UHAYE KaK B Npeaenax,
MWHMMANbHO HEOOXOAMMBIX AN1A NPOBEAEHMA WTATHbIX TEXHUYECKUX MEPONPUATUNI, He
CTaBALWMX CBOEM LLe/Ib0 HapyLeHMe NYHKTOB 2.1 1 2.2 HacToALWEro A0KYMeHTa.

3. CobntogeHue NpaBu, yCTaHOBNEHHbIX BlageNbLaMmn pecypcos

Bnaaeneu nto60ro MHGOPMaLMOHHOTO UK TEXHUYECKOTO pecypca CeTn MOXKeT YCTaHOBUTb A
3TOro pecypca cobcTBEHHbIE NPaBUa €ro UCNOb30BaHUA.

MpaBnna MCNoNb30BaHUA PECYPCOB MO0 CCbIZIKA Ha HUX MYBAMKYIOTCA BAaAebLaMu Unmu
aAMUHUCTPATOPAMM 3TUX PECYPCOB B TOYKE MOAKIHOUYEHUA K TAKMM PECYPCAM U ABNAKOTCS
06A3aTeNbHLIMKN K UCMOJIHEHUIO BCEMU NOJIb30BATEIAMM 3TUX pecypcoB. [paBuna AONXKHbI
ObITb NErKo A0CTYNHbIMU, HANMUCAHHbBIMM C Y4ETOM PA3HOT0 YPOBHS NOATOTOBKM
no/sib3oBaTene.

MpaBuaa UCNoNb30BaHUA Pecypca, yCTaHOBAEHHbIE BNAAE/IbLLEM, HE LO/IKHbI HApyLWaTb Npasa
BNAAENbLEB APYTMX PECYPCOB UM NPUBOAUTL K 310yNOTPEBNEHMAM B OTHOLLIEHUN APYIUX
pecypcos.

Monb3oBaTenb 06a3aH COﬁl’II-O,Ll,aTb npasnaa MCNoab30BaHNA pecypcCa nmbo HemeaneHHo
OTKa3aTbCA OT €ro Ncnosib30BaHUA.

B cnyyae, ecnm npaBuaa, yCTaHOBAEHHbIE BAAAENbLEM Pecypca, NPOTUBOPEYAT TEM UM UHBIM
MYHKTaM HACTOALLEro AOKYMEHTA, B OTHOLIEHMM JAHHOTO pecypca NPMMEHAIOTCA NPaBuna,
YCTaHOB/IEHHbIE BNAAE/bLLEM, €C/IN 3TO HE BEAET K HapyLWeHUAM B OTHOLIEHUU APYTUX
pecypcoB. B cnyyae, ecnm BnagenbLem rpynnbl pecypcoB ABHO YCTAHOB/EHbI MPaBMIa TO/IbKO



[ANA YacCTU PecypcoB, ANSA OCTa/IbHbIX MPUMEHSIOTCA NPaBMaa, CGopPMyMPOBaAHHbIE B 4aHHOM
OOKYMEHTE.

4. Hepgonyctumoctb panbcudpmkaumm

3HaunTenbHasa YacTb pecypcos CeTn He TpebyeT naeHTUdMKaLMM NoNb30BaTENA U AONYCKaeT
aHOHMMHOEe ncnonb3oBaHMe. OA4HAKO B paae CyvyaeB OT NONb30BaTeNA TpebyeTca
npeaocTaBuTb HGOPMaAUUIO, OEHTUOULMPYIOLLYIO M0 U UCNOSIb3YEMbIE MM CPEACTBA A0CTYNA
K CeTu. [pn 3TOM N0/b30BaTE b HE LOKEH:

4.1. icnonb3oBaTb NAEHTUPUKALMOHHbIE AaHHble (MMeHa, aapeca, TenedoHbl U T.M.) TPETbUX
1L, KpOMe C/ly4aeB, Koraa 3Ty Anua YyrnoJHOMOYMIM NONb30BaTENA Ha TaKOe UCNO/Ib30BaHME.

4.2. danbcnodmnumpoBaTh cBOM IP-aapec, a TakKe aapeca, UCNob3yeMble B APYrUX CETEBbIX
NPOTOKO/1ax, NpU Nepesaye AaHHbIX B CeTb.

4.3. icnonb30BaTh HecyllecTBylowme obpaTHbie agpeca Npu OTNPABKE 3/IEKTPOHHbIX MUCEM U
ApYyrux coobweHni.

4.4. HebperKHO OTHOCUTLCA K KOHPUAEHLUMA/IbHOCTU COBCTBEHHbIX NAEHTUPUKALMOHHBIX
PEKBU3NTOB (B YaCTHOCTM, MApO/iei U NPOYMX KOA0B aBTOPU30BAHHOIO A0CTYNA), YTO MOXKET
NPUBECTU K MCMOIb30BAHMIO TEX U/IU UHbIX PECYPCOB TPETbMMMU NMULLAMMN OT UMEHWN AAHHOTO
Nnosb30oBaTeNs (C COKPbITUEM, TAKUM 06Pa30M, UCTUHHOTO UCTOYHUKA AENCTBUN).

5. Hactpoiika cobcTBeHHbIX pecypcoB

Mpu paboTe B ceTn MHTepHET No/1b30BaTe/lb CTAHOBUTCA €€ MOIHOMPABHbIM YY4aCTHUKOM, YTO
Co34aeT NoTEHLMANbHYH BO3MOMKHOCTb A1 UCNO/Ib30BaHWUA CETEBbLIX PECYPCOB,
npuHaaNexallmMx nonb3oBaTeNto, TPETbMMMN IMLAMK. B CBA3K C 3TUM NONb30BaTE b A0XKEH
NPUHATbL Hag/1exallmMe Mmepbl MO TaKOM HaCTPOWMKe CBOMX PECypCcoB, KOTOpas NPensaTCcTBoBana
6bl He406POCOBECTHOMY MCMO/Ib30BAHMIO 3TUX PECYPCOB TPETBMMM NIMLLAMMU, A NPU
0BHapY»KEeHUU CNy4aeB TaKOro UCMNOb30BaHUA NPUHMMATb ONepaTUBHbIE Mepbl MO UX
npeKpaLLeHuio.

MprMmepamm NOTEHLMAbHO NPO6AEMHON HAaCTPOMKN CETEBLIX PECYPCOB AB/IAOTCA:

e OTKPbITblE PETPAHCAATOPbI 3NEKTPOHHOM NouTbl (open SMTP-relays);

e 006LeaoCTyNHblE AN1A HEABTOPM30BaHHOM Ny6IMKaLmMm cepBepbl HOBOCTEN
(koHdbepeHuun, rpynn);

e CpeAcTBa, NO3BOAAKOWME TPETBUM NMLAM HEABTOPU3OBAHHO CKPbITb UCTOYHUK
coeanHeHuA (OTKPbITble NPOKCU-CEPBEPDI M T.MN.);

e 00LeaoCTyNHblE WNPOKOBELLATeIbHbIE aPeca IOKabHbIX CETEN, NO3BONAIOWME
NPOBOAMTL C MX MOMOLLLbIO aTaku TMna smurf;

e 3/IEKTPOHHbIE CMUCKM PACCIIKM C HEAOCTAaTOYHOMN HaAEKHOCTbIO MEXaHN3MA
NoATBEPXKAEHMA NOAMUCKU UK 6e3 BO3MOMKHOCTU ee OTMEHbI;

e WWW-CaitTbl U Apyrne noaobHble pecypchbl, OCYLLECTBAAOLWME OTNPABKY
KOppecnoHAEeHUUM TPETbUM NLAM NO aHOHUMHOMY MW HEAOCTAaTOUYHO
ayTeHTMOMLUMPOBAHHOMY 3anpocy.



